
DEBRA BOWEN I SECRETARY OF STATE 
STATE OF CALIFORNIA I ELECTIONS 

11th street, 5th Floor 1 Sacramento, CA 958qITd (916) ~ - 2 1 6 6 ! ~ a x  (916) 65~-32l4~www~.mgw 

August 15,2007 

TO: ClerkslRegistms of Voters (07 1 1 4) 

FROM: 
C h s  Reynolds, uty Secretary of State, HAVA Activities 

SUBJECT: Funding for ate~a  taken in resaonse to decertification and recertiffcation 
orders - 
The Secretary of State is seeking advice from the federal Election Assistance 
Commission (EAC), the federal oversight authority for the Help America Vote Act of 
2002 (HAVA) concerning the use of federal funds to address county voting system needs 
pursuant to the decertification and recertification orders issued on August 3,2007. 

Today, Secretary Bowen requested an EAC opinion about how the use of state resources 
provided to counties via the Voting Modernization Bond Act of 2002 (VMB) for the 
purchase of HAVA-compliant voting systems affects California's ability to provide 
additional federal funding to counties, 

A copy of Secretary Bowen's letter to the EAC is attached. A link to an earlier EAC 
opinion noted in the letter is also attached: 



' DEBRABOWENI SBCRBTARY OFSTATE I STATE OFCALIFORNIA 
150011th~treet,6thFloor [ Sacramento,6895814(Tel(g16)6g3-7141Fax (916).6~~6801w ~ ~ m . c f ~ . g o v, 

Augt1st15,2007 

Thomas R.Wilkey, Executivt ~irector 
U.5. Election Assislance Commission , 
I225New York Avque, NW,.Suite 1109 

' 

Washington, 0.C. 20005 
Facsimile: (202) 566-1392 

- ' t Dear Director Wilkey: 

I would like to respectfully request your opinion on the use of Help America Vote Act of 
2002 (HAVA) funding to addreas,serious voting system security issues discovered via an 
independent top-to-bottom review of voting systems certified for use in California 
conducted under the auspices of my OEM.Given that ~alifarnia's counties an 

, 'attempting to make these changes prior to the February 5, 2008,primary election; your 
expeditiousreply to .myquestions wouid be most appreciated. 

Computer experts from thC University of California, other universities, and the private . . 
sector conduct+ fie top-to-bottom review of certifiedvoting systems and found that each . 
of the systems tested, without exception, oonbh~specific vulnerabilities, which in 
demonstrated "attach" were shown to have thi potential to affect election results. , 

Furthermore, experts found that the design wid architecture of some of'these voting 
systems allow for the potential propagation of malicious sohare  to .the entire voting 
.system in w rnmer that wpuld permit .someone to manipulate both present md future . 
election results, The specific fmdings of the top-to-bottom review ma available on my 
websi te at w%w.sos.ca.~ov, , . 

. . 
Based on the review's fi~rdings,I determined that to protect the htcgity of tlie electoral 

, process, some of the votirig systems certified for use in Califomia should be decertified 
. and rectMed with raicter security measures, including limiting the use of some Wt- ' , 

+ [mording electronic (DRE)voting systems. to one unit per pollingp l w .  

California is not the first state'to reach this conciusion. New Mexico has eliminated 
- voting on DREmwhines entirely. My-action on August 3,2007,is analogous to'action 

' 

t k e n  by Florida Oovcrnor Charlie Crisl, who signed legislation to eliminate DRE 
equipment entirely or limit its use to one unit per polling place. . . 

! 

When legislation was pending in the Florida ~egislahus,Florida Sacremy of Shte K u ~ t  . 
Browning'requestedm opinkn frotn'theEAC on whether.'andhow the state could use its 

' remaining HAVA funds to help W t e d  counties replace some or aI1 of tbeir D M  
machines with optical scan systems. In response, the EAC issued an opini-onon May 2, 
,2007,'that stated: , . 



". ..the State of Floridanmayfund that partion of the replacement cost that hws not 
previously been funded or reimbursed using Federal I-JAVA funds." h ' 

In other words,the State ofFlorida was allowed to reimburse expenditme related to the 
purchase of repIacernent HAVA-compIiant voting equipment, which had not previously 
been pdd for with federal funds and instead were fundid with state resources. 

Like Florida, California devoted considerable state rdsources to upgrading its voting 
syslems, In Califonia's case, this was accomplished via a $200 million bond measure 
that was approved by voters on March 5, 2002,more than two years bqfore the state 
received its first allocation ofHAVA money. Since that time, the Voting Modernization 
Board (VMB), which allocates the bond act funds, has allocated all $195 million it had 
av.vailableto it ($5 million was set aside to finance eha coh of the bonds) and disbufsed to 
California counties more than $120 million in state bond funds. 

California received its first allocation of HAVA Title 11h d l n g  ($94,559,169) on June 
15, 2004.. The state received its award 1-r for final allocation of Title II funding 
[$169,677,955) on June 1, 2005, bringing thc total Title I1 aIIocation to $264,237,124, 
Pursuant to the final award of HAVA Title 11 funds, on December 19, 2005, Califoinia 
began executing contracts to distribute. $195 million in HAVA fun& to reimburse 
counties for purchases of HAVA-compliant .voting systems and ancillary costs, 
California has set bide the vast majority .of rem'aining Title IT h d s  to fund the 
developmen1 ofthe statewide vo* registration database required by Section'303. By the 
time counties began executing con@cts' to receive HAVA funding, California had 
already allocated considerable atate bond fund resources to iountics, which hdwed that 
money to fund purchases ofWAVA-compliant voting equiprneh. 

There art some California counties that have'exhausted all HAVA and state resources 
made available to them to buy IUVA-compliant voting equipment. A number of ihese 
counties have, until now, used an alI-DRE.voting system at dl polling plmes, In order 
to comply with my.decertification and rcccrtlficati~norders of August 3, 2007,which 
restricts use ofDIiE voting machines to one per polling place, it's highly likely that mo*t, 
if not all, of the 21 counties who rely exclusively on Sequoia or Diebold DREmachines' 
at the polling place on Election Day, will need an infusion of money. 

, . I 

Tlre E A C ' ~ ' M ~ ~2,2007, opinion to Florida also stated that: 

"Fedmil grant circulars would dlow the State to use theproceeds from the sale or 
tradd of the DREs in the &cted counties for its own purposes, which certainly 
wuld include the purchase of new optical scm voting equipment," 

Bascd,onthere f h , I would like t h c : ~ ~ ~ ' sguidanoe on the $llowing issues: 
, , I , 



P Many counties have financed their voting syskm pwcham with a mix of state VMB 
and federal FIAVA money. May California allocate HAVA fhds  to them counties 
that need to replace an aU-DRE system, as long as the I W A  allocation doesn't 

. exceed each county's prewious st& VMB allocation? (Excluded from this request ia 
$13,907,217,05, the state's 5% HAVA match, provided fiom the state bond. 
proceeds). 

a May California provide its counties with additional HAVA funding m buy equipment 
. . ncoessq to proieot voting systems againsinst viral propagation ofmalicious sofhvm if 

this equipment augments the security of their current system? 

If California used only the interest it bas earned on HAVA finds to help countits pay 
any costs associated with the acquisition and deployment of these systems, 'would 
such 8n action constitute an "unreasonable" ma ofHAVA funds pursuant to the May 
2,2007,opinion provided to Florida? 

o 'Would this action, if deemed allowable, 'allocablc md remaonable, necessitate a 
change in California's State.Plan if Cgifornia used only interest earned on HAVA 
funds md did not use any funds from the original allocation of IZAVA Title Il 
funding for which State'Plans were required? 

To@ extent that Californiacounties have mntractP that require their vendors to buy ' 

. . b w k  or repIace a system that has been decertified, or can now negotiate such a 
provision from their vendor, can any prooeed~associated with such a refund be used 

,as described in the Comi~sion 'sMay 2,2007,Florida opinion (i.e.for '?he purchase 
ofnew optical scan voting equipment")? ' , 

, , . If the EAC is in need of additional information respond to this inquij, please db not 
hesitotc t o  contact Chis Reynolds, Deputy Secretary of Stab for HAVA Activities, at 
(916) 651-7837.. . . 

. Thank you for %yourconsideimation of snd expeditious response to these important 
* questions, - . 

sincere1y', 

Secretary of State 

DB:elg:lf:cr . ' 


